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Differential Privacy

@ Composition: We apply more than one mechanism to the database

® To discretize a complex problem
® To manage continuous data releases, for instance in streaming.
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axeX ® x; € X and {p;} partition of X
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Q1: Composition in general data domains and granularities Karlsue nsiute o Technology

v New privacy requirements are modeled through

New data domains the neighborhood definition, also called

granularity
@ Pr(M(D) € S) <e*Pr(M(D') € S)VD ~¢g D
? Do composition theorems work with other
granularities?
Other privacy requirements X NO — Parallel does not hold for bounded DP

X In extreme cases leading to € = oo privacy
. z’/\I/. m -

How can we compute the privacy leakage in general granularities?
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Q2: What happen when we use other composition strategies? Karsuhe nstiute o Technology

Parallel Sequential

(____

Can we compute tighter bounds on the privacy leakage for arbitrary functions f?
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& Group Privacy: Given any granularity G

€ | 3-¢e |

M: D — Range(M) is d-private if for all
S C Range(M)

P(M(D) € S) < e®P:P) p(M(D') € S).
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& Group Privacy: Given any granularity G

€ | 3-¢e |

M: D — Range(M) is d-private if for all ® ( sets the level of indistinguishability between two
S C Range(M) databases

P(M(D) € S) < e®P:P) p(M(D') € S).
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& Group Privacy: Given any granularity G

€ | 3-¢e |

M: D — Range(M) is d-private if for all ® ( sets the level of indistinguishability between two
S C Range(M) databases

, @ DP « d-privacy
P(M(D) € S) < e®®:P) p(M(D') € S).
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General Composition Theorem

@ D be a database class
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General composition theorem

D
General Composition Theorem
f ® D be a database class
1 a fi: D — D, be a deterministic map
fa
D D,
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General Composition Theorem
‘ M ® D be a database class
1 a fi: D — D, be a deterministic map
. i v a M7 : D; — R; be dj-private
D D,
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General Composition Theorem
® D be a database class
a fi: D — D, be a deterministic map
a M7 : D; — R; be dj-private

Then M = (M3 ofy,..., M} of)is
dp-private with

dp(D, D) = Zd,, D).
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General Composition Theorem
M ® D be a database class
a fi: D — D, be a deterministic map
a M7 : D; — R; be dj-private
Then M = (M3 ofy,..., M} of)is
dp-private with

K
D D, dp(D, D) =Y d(f(D), (D).
| M i=1

w |f d(f(D), (D)) = oo = No privacy
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General Composition Theorem
M ® D be a database class
a fi: D — D, be a deterministic map
a M7 : D; — R; be dj-private
Then M = (M3 ofy,..., M} of)is
dp-private with

k
D Dy dp(D,D') = di((D), £(D')).
| M i=1

w If d(fi(D), fi(D')) = co = No privacy

® If fi(D) = fi(D') = Tighter bound — >, ¢ p)r(p) li€i
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di(D,D') =¢&|(DUD)\(DN D)
&

p partition
i
E = maxX;¢&;
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p partition f=id
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di(D,D") = &|(DUD)\(DN D)| For all d;(D, D')
& &
p partition f=id
L+ )
€ = max;€; d=>,d
! |
We derive the conditions We give examples We derive a privacy amplification
needed to obtain of intermediate bounds between  respect to sequential composition
max; €; sequential and parallel in the “common-domain setting”
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The common domain setting

® Generalized Sequential: d = Y d; (> /)
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® Generalized Sequential: d = Y d; (> /)
Q- ® M(D) = |D<ig| + Z with Z ~ Lap(2)

|

v
=1
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The common domain setting @

® Generalized Sequential: d = Y d; (> /)
® M(D) = |D<yg| + Z with Z ~ Lap(2)

M is DP ® Pr(M(D) € S) = Pr(M(D<1s) € S)
m ® We say that M is f-dependent if there exists M*
— - — ' with domain (D) such that

M= M*of.
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® D be a database class
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® D be a database class
a fi: D — D; be a deterministic map
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Tighter composition bound under f-dependency ‘IT @

® D be a database class
a fi: D — D; be a deterministic map

a M: D — R, be g-private and
fi-dependent
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Tighter composition bound under f-dependency

® D be a database class
a fi: D — D; be a deterministic map

a M: D — R, be g-private and
fi-dependent

Then M = (My, ..., My) is dp-private

with
k k
=) di<> q
i=1 =1
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Tighter composition bound under f-dependency ‘IT @

a D be a database class

a fi: D — ID; be a deterministic map d(D,0)= min d(B,D).

a M: D — R;be d-private and b,b'ep
fi-dependent fi(D)=£(D)

H(D")=H(D")
Then M = (My, ..., My) is dp-private

with . §
=) di<> q
i=1 i=1
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Tighter composition bound under f-dependency

= D be a database class d'(D,0') = min
a fi: D — D; be a deterministic map ,,_(%)Djﬁ,)

@ M: D — R;be d-private and f(D")=f(D")
fi-dependent

Then M = (My, ..., My) is dp-private
with

k k
=) di<> q Lo |
i=1 i=1
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Tighter composition bound under f-dependency ‘IT @

= D be a database class di(D,0')y= _min d(D,D).
® fi: D — ID; be a deterministic map ,,_(%)Djﬁ,)

@ M: D — R;be d-private and f(D")=f(D")
fi-dependent

Then M = (My,..., M) is dp-private d'(D,D') = 0
with . §
dpy = Z di< Z adi L oo |
i=1 i=1
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Improved privacy leakage bound for bounded DP IT @

Corollary

Let p be a k-partitioning function. For all i € [k], let M;: D — R; be mechanisms satisfying bounded ¢;-DP
and p;-dependent. Then mechanism M = (M, ..., M) with domain D is bounded -DP with
& = max; jef; iz (€ + €)).

~-GSC, k=10
—our theorem

v/ Thanks to our theorem we have an
improved bound

k
e= max (gi+¢/)< Ej
i,/e[k]:i;é/(' 2 ; :
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Conclusions

v/ Composability is inherent to DP
v/ We provide a tighter privacy leakage estimation
under

v/ any composition strategy & pre-processing
functions
+ under mixed privacy requirements
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Conclusions @

v/ Composability is inherent to DP
v/ We provide a tighter privacy leakage estimation
under
+/ any composition strategy & pre-processing
functions
+/ under mixed privacy requirements

v/ We provide tighter privacy bounds under

mechanisms dependencies. Solving the problem
of bounded parallel.
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Conclusions @

v/ Composability is inherent to DP
v/ We provide a tighter privacy leakage estimation
under
+/ any composition strategy & pre-processing M is DP
functions
+/ under mixed privacy requirements

v/ We provide tighter privacy bounds under
mechanisms dependencies. Solving the problem
of bounded parallel.

v All theorems have been extended to approximate,
zero-concentrated and Gaussian DP.
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Conclusions

v/ Composability is inherent to DP
v/ We provide a tighter privacy leakage estimation
under
/ any composition strategy & pre-processing
functions
+/ under mixed privacy requirements
v/ We provide tighter privacy bounds under
mechanisms dependencies. Solving the problem
of bounded parallel.

v All theorems have been extended to approximate,

zero-concentrated and Gaussian DP.
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Thanks for your attention!

Figure: For more details check our paper
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