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Motivation O VS &

B Tight and accurate bounds connecting noise
injection to actual risk are crucial for:

& Interpretation &2 Utility Q Auditing

® Literature mainly focus on membership in-
ference attacks (MIAs).

® Recently, ReRo extends risk analysis to
data reconstruction attacks (DRAs)! but. ..

Th.4.3. (Universally Tight Bound)

-RAD < ) ) ngaz w(b, 2).

6co xcaux ~ z,29)<n
a(z)=x

where w(6, z) = pp(0 | 2) — pa(0).

Th.4.3. captures the effect of the
threshold n overcoming ReRo

n-ReRo
Balle et al. [1]

n-RAD

(Our solution)

A KASTEL

X Does not consider the impact of target-specific

Pr [Z(Z1,A(9))) < 77] auxiliary knowledge,
e,jy@) X and overestimates participation risk due to prior
knowledge and/or imputation.
Pr [U(£, A0, a(£1)) <n]l— _Pr [, A9, a(£1)) < nl.
Z1 ~Tr Zo,Z1 ~Tr
6~M(Dz,) 0~M(Dz,)

v/ Takes the auxiliary knowledge, a(z),

Into account!

Our Novel Bounds

Th. 4.2 (unknown aux) Notion Assumptions RAD Composition ReRo
et —1+26 TV — Th.4.2. v ﬂ
1-RAD < TV(M)(1 —ky) < ———=—(1—Ks),  f-DP aux ={}  Thb51. / 2]
M aux known  Th.4.3. X 7
where TV is the total variation and k., the re- (¢, 5)-DP _ Tha4o / 1
sampling probability. (£,6)-DP  aux={o} Prop.5.3. / 1]
v Independent of the auxiliary knowledge. (€,0)-DP aux ={o},n=0 Th.5.5. 4 [1]

Different protection under same ¢!
Knowing aux significantly improves

the risk estimation.
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e=ReRo, x=RAD, n =0, 40, ',

® From Th.4.3: Optimal Noise Injection for
any given admitted risk.

® \When aux, M or m are not known, our upper-
bounds offer reasonable risk estimations
and enjoy composition.

® Combining our optimal attack algorithm
and our bounds we obtain a DP auditing
method.

® RAD-based auditing scales better than ML-
based methods while offering better accu-
racy than LDP Auditor.
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RAD bounds for Gaussian, OUE, and

. —— Th.4.2.,,— Th.4.3.
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v Discounts imputation and
prior knowledge!

Dataset ReRo RAD

Census 0.81 0
Texas 0.73 O

Th. 4.2. nearly tight bound!
ReRo bounds are broken when

aux # {o}.

e ReRo
RAD
—— RAD bound Th.4.2
—— ReRo bound [23]
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Privacy budget ¢

Th. 5.1. serves as a reasonable
upper bound when Th.4.3 can

not be computed.

ReRo
RAD
—— RAD bound Th.5.1
—— ReRo bound [23]
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Optimal Attack with a(z) = zin DP-SGD  Optimal Attack with a(z) = @ in

Impact on Utility and Auditing

Improved Utility by Recalibrating

Laplace Noise to RAD

- ReRo bound
- RAD bound Th.4.3
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RAD together with our theoretical results enable a more interpretable reasoning about the offered privacy guarantees, calibrating the noise exactly to the
desired risk level, detecting the differences between mechanisms and enabling more accurate and scalable DP auditing.
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